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. NOTE
Longer R5A keys are required to provide security as computing capabilities increase. The recommended

R5A key-length is 2048 bits. Though many web servers continue to use 1024-bit keys, web servers should
migrate to at least 2048 bits. For 64-bit machines, consider using stronger keys. All CAs should use at
least 2048-bit keys, and stronger keys (such as 3072 or 4096 bits) if possible.
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'Researcher Dan Kaminsky illuminates flaws in X.509 authentication J
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Client

ClientHello

Certificate®
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished

Server(BIG-IP)

ServerHello
Certificate
ServerKeyExchange*
CertificateRequest*
ServerHelloDone

[ChangeCipherSpec]
Finished
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B | unit: Active

E— Overview
E% Access statistics, performance

graphs, and links to helpful tools.

*

% EnicipnoE Management EI Status | « Name = Device + Common Name “ Organization < Expiration

Tasks [= Cauthorn-Encypt-Test Audrey2fi.com cauthlablocalhostnet  bar Sun Jun 24 18:44:38 PDT 2018

Software ®  Global_Sign_Pariners_CA Audrey2.f5.com  GlobalSign Partners CA  GlobalSign nv-sa Wed Jan 28 04:00:00 PST 2009

Devices il Nico viper.fnet.com testf5.com F5 Networks Fri Oct 1 06:02:17 PDT 2010
Device Groups [ Nico_cert viper fBnet com  testf5.com F5 Networks Fri Oct 1 06:02:17 PDT 2010
Certificates [ affiliates.dotv Audrey2 f5.com  affiliates.dotv.com PPM Technaology Group, Inc Tue Dec 18 17:50:17 PST 2007
Users [m affiliates.streamray Audrey2f5.com affiliates.streamray.com Streamray Inc SatDec 11 15:59:58 PST 2010
Rotating Archives [m billing.bondage.com Audrey2 f5.com  billing.bondage.com Friend Finder Metwork Fri Oct 15 16:59:59 PDT 2010
Statistics [ cauthorn-ca-cert Audrey2 f5.com Matt Cauthorn F5 Thu Mov 20 11:54:29 PST 2008

Configurations [m default em.fslab.com  localhostlocaldomain MyCompany SatJul 4 08:16:21 PDT 2020
Staged Changesets [im default liver fonet.com localhostlocaldomain  MyCompany Mon Mar 16 11:22:06 PDT 2020
Changesets mm
Templates

Alerts

Permissions

System Information
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Hostname: BIGIP1.fonet
IP Addre 1 11.2

5 B unit: Active

Overview

i)

Access statistics, performance
graphs, and links to helpful tools.

Templates and Wizards

Create common application traffic
and system configurations.

Local Traffic

mlﬂlf'il
)

Metwoaork Map
Virtual Servers
Profiles
iIRules
Pools
MNodes
Monitors
Traffic Class
SMATs

S55L Certificates

admin

Administrator

Local Traffic »» SSL Certificates

SSL Certificate/Key Source

»» Import S5L Certificates and Keys

I Import Type

Select... -

Select...

Key
Certificate

PKCS 12 (1IS)
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2,357 TPS 8008 TPS

525 TPS 1/4.5 1570 TPS 1/5.1
96 TPS 1/56.5 273 TPS 1/5.8
15 TPS 1/6.4 38 TPS 1/7.2
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1024EYMIDARIEESY, 2048EYMT1/5, 4096E YN T1/17

69001)—X 8900)—X 11050/Y)—X VIPRION (PBx4 100)
1024 25,000 TPS 58,000 TPS 100,000 TPS 200,000 TPS
2048 5,000 TPS 11,600 TPS 20,000 TPS 40,000 TPS
4096 1471 TPS 3412 TPS 5882 TPS 11,765 TPS
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BIG-IP 1600

Fa7Z Va7 CPU

4 10/100/1000 + 2x1GB SFP
4GBXEY

1K SSL @ 5K TPS

2K SSL @ 1K(Fill)
1Gbpsig A/ 7717 EfE
1Gbps L7271 %

FazZ a7 CPU

8 10/100/1000 + 2x1GB SFP
4GBX¥EY

1K SSL @ 10K TPS

2K SSL @ 2K TPS(Fifl)
1Gbpsi K/ 777 Ef
2Gbps L7TM271v%

BIG-IP 3900

97 YyRkarFCPU

8 10/100/1000 + 4x1GB SFP
8GBXE!)

1K SSL @ 15K TPS

2K SSL @ 3K TPS(Fifll)
3.8Gbps K /7M1 7 R
4Gbps LT6271V%



BIG-IP 6900

2XFarharCcrPU

16 10/100/1000 + 8x1GB SFP
8GBX¥El

1K SSL @ 25K TPS

2K SSL @ 5K TPS(Fill)
5GbpsRA/N—RI 7 KR
6Gbps LTh271v%7

BIG-IP 11050

2 X 27YRaF7CPU
16 10/100/1000 + 8x1GB SFP
16GBXE!)
BIG-IP 8900 2x 97YKarCcPU 1K SSL @ 100K TPS
16 10/100/1000 + 8x1GB SFP 2K SSL @ 20K TPS(Fifl)
16GBXFE) 48Gbpsig A/ 7217
1K 50K+ SSL TPS Ef
2K 10K+ SSL TPS(Fl) 42Gbps L4574
12GbpsBE A/ 7M1 7 40Gbps LT85 749%7
2 x 97yRaAPCPU FE & _
16 10/100/1000 + 8x1GB SFP 20Gbps L7Th27149%7
16GBXE!)

1K SSL @ 58K TPS
2K SSL @ 12K TPS(Filll)
8GbpsiRAK/N\—F7x 7 EH
12Gbps L7b2714V9
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